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TRAINING FOR TRAINERS IN CYBERHYGIENE 2024 
4 - 6 JUNE 2024
Podgorica, Montenegro
Programme 





Background 
Considering the significant role of Cybersecurity in protecting all data from damage and theft as well as increased interest in public administrations in the Western Balakans to be better prepared for handling and managing cyber security risks at the operational level, RESPA and Western Balkans Cyber Capacity Centre[footnoteRef:1], co-organize the second edition of Training for Trainers (ToT) in Cyber Hygiene, to be held in Podgorica, Montenegro from on 4th-6th June, at the premises of Rectorate of University of Montenegro.  [1:  Western Balkans Cyber Capacity Centre is the joint intiative of governemnts of France, Slovenia and Montenegro, based in Montenegro. ] 

The aim of this training is to educate the selected senior level public officials on the topics of cyber hygiene and to train them on the skills needed for transferring the knowledge to the audience, so that they are fully capacitated to provide the training on Cyber Hygiene in their public administrations to their peers. 
Comprehensive program is designed to provide theoretical knowledge and foster practical exercises, which in synergy will equip the participants to become adept trainers in Cyber Hygiene topic.
Schedule of the ToT:
-	Day 1: Educational skills modules focusing on Outcome-based Education, Teaching Preparation, and Teaching Methods and Techniques.
-	Day 2: Dive into Cyber Hygiene for Users with modules covering Objectives and Stakes of Information Security, Basics of ISO/IEC, and Cybersecurity Threat Awareness.
-	Day 3: Practical exercises to reinforce learning and develop hands-on skills in Incident Management Procedures and Actions to be Taken.
Educational Highlights are:
-	Gain insights into educational principles, communication techniques, and teaching methodologies.
-	Explore crucial topics in cyber hygiene such as security policies, threat awareness, preventive measures, and incident management procedures.
-	Engage in practical exercises which will simulate real-world scenarios and enhance problem-solving skills.
[bookmark: _Hlk160549161]The Training of Trainers in Cyber Hygiene 2024 will be held in English language.



   PROVISIONAL AGENDA
	[bookmark: _Hlk158289783]Tuesday, 04 June 2024

	8.15 am - 8.30 am
	Registration and Welcome Coffee

	8.30 am - 8.40 am
	Welcome and opening remarks
· WB3C - Director of studies
· ReSPA - Director

	8.30 am - 9.20 am
	Block 1: Educational skills - Outcome-based Education - Educational principles and communication in teaching 
· Identify the different phases of the educational process
· Classify the possible outcomes of a teaching session
· Identify the principles of education and cognitive abilities
· Explain the principles of educational communication

Director of studies - WB3C (Q&A)

	9.20 am - 10.40 am
	Block 1: Educational skills - Teaching preparation 
· Point out and distinguish the successive phases and steps to take in preparing a teaching session
· Define the outcomes of a teaching session
· Describe the elaboration of the teaching framework (Q&A)
Director of studies - WB3C

	10.40 am - 12.00 am
	Block 1: Educational skills - Teaching methods and techniques 
· Categorize and interrelate the differents teaching methods and subsequent relevant teaching tehniques
· Identify their respectives characteristics, goals and phases (Q&A)
Director of studies - WB3C

	12.00 pm – 1.30 pm
	LUNCH

	1.30 pm - 3.00 pm
	Block 2: Cyber Hygiene for Users - Objectives and stakes of information security for the Organization Security policy 
· Introduction to network/Internet infrastructure
· Introduction to information security system and architecture
· Introduction to security policy, procedures, framework, audit and all the elements that make ISMS 
ReSPA Expert

	3.00 pm – 4.30 pm
	Block 2: Cyber Hygiene for Users - Basics of ISO/IEC 

· Introduction to network/Internet infrastructure
· Introduction to information security system and architecture
· Introduction to security policy, procedures, framework, audit and all the elements that make ISMS
ReSPA Expert

	Wednesday, 05 June 2024

	8.15 am - 8.30 am
	Registration 

	8.30 am - 10.00 am
	Block 2: Cyber Hygiene for Users - Cybersecurity threat awareness
Distinguish the following attacks and their respective implementation  processes :
· Malware (all types)
· DoS attacks / DDoS attacks
· Phishing (all types)
· Compromised email
· Drive-by downloads
· USB drop attacks
· Social engineering
· Man in the middle
WB3C Expert 

	10.00 am - 10.30 am
	COFFEE BREAK

	10.30 am - 12.00 am
	Block 2: Cyber Hygiene for Users - Preventive measures and behaviour to prevent security breaches 
Point out adequate preventive behaviour to adopt / measures to develop :
· Locking the device when leaving
· Use of private equipment / of controlled device
· Clean desktop
· Email analysis
· Save and store safely data
WB3C Expert

	12.00 pm – 1.30 pm
	LUNCH

	1.30 pm - 3.00 pm
	Block 2: Cyber Hygiene for Users - Passwords security / Privacy / Protection

· password policy
· encryption
· backup
· social networks 
WB3C Expert

	3.00 pm – 4.30 pm
	Block 2: Cyber Hygiene for Users - Mobile and wireless networks

· Secure mobile devices – physical security
· Manage mobile working
· wireless networks safe browsing 
WB3C Expert




	Thursday, 06 June 2024

	8.15 am - 8.30 am
	Registration 

	8.30 am - 11.00 am
	Block 2: Cyber Hygiene for Users - Incident management procedures  -  Actions to be taken
Describe the possible operations / actions to be taken by Users :
· Alerting on unusual and suspicious events
· Describe the possible operations / actions to be taken by users of non-IT background during and after the cybersecurity incident
· Underline the interaction to have with their administratorsMan in the middle
ReSPA Expert 

	11.00 pm – 1.30 pm
	Block 3: Practical exercises - CYB HYG – PRACTICAL EXERCISES
ReSPA Expert

	1.30 pm - 2.30 pm
	LUNCH
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